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Abstract 
The internet has been widely acknowledged as facilitating many forms of youth 
offending. Existing research has identified important drivers of young people’s 
involvement in online crime, yet this has overwhelmingly relied on school or college 
samples. As such, it tells us little about those young people that have left the formal 
education system – a group who are more likely perpetrators of juvenile crime more 
generally. Focusing on young peoples’ involvement in online piracy offences, our 
analysis draws on data from a nationally representative survey of England and Wales 
to better understand the dynamics of involvement in online crime across the 
population. We assess the potential overlaps between online and offline offending, the 
role of differential association and deviancy neutralization techniques in shaping 
offending behavior, as well as the protective effect of strong family support networks 
in reducing involvement in piracy. We find that illegal downloaders tend to be young, 
male, and have a higher number of delinquent friends. We also find that many of 
these offenders do not confine their offending to online spaces, with involvement in 
offline property offences also high amongst this group.  
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Introduction 
The internet has been widely acknowledged as facilitating many forms of youth 
offending. Wall (2007) argues that the commonplace use of computers in everyday 
life, faster broadband speeds, inexpensive equipment, and specialist software 
packages have all enabled cybercrime to be carried out with relative ease and minimal 
risk of criminal sanction. Online piracy in particular has emerged as a common form 
of online offending. Piracy involves the illicit copying, distribution and use of 
software over the internet, although considerable ambiguities remain regarding what 
specific activities should be counted as illegal. Moreover, previous studies have found 
that many young people do not regard it as deviant; instead it is normalized amongst 
peers (Higgins, 2004; Higgins & Wilson, 2006; Ingram & Hinduja, 2008). Others 
may be unaware that these activities are illegal, a situation compounded by the 
existence of many websites offering ‘pseudo legitimate’ download opportunities. In 
addition, online spaces create the appearance of anonymity which can facilitate online 
piracy (Hinduja, 2008).  
 In the UK the government recently moved to decriminalize online piracy due 
to beliefs from internet regulators that tackling piracy through enforcement via fines 
and other sanctions has a limited deterrent effect (British Broadcasting Corporation, 
2014). Known as Creative Content UK, internet regulators have employed a system of 
sending warning letters to heavy downloaders of pirated web material (including 
videos, books and music), with no further action taken to prosecute non-compliance. 
Further efforts have been made by mainstream web-based companies like Spotify and 
Netflix to design out online piracy by providing a legitimate, easy to use, and low-
cost alternative source of online music and films. But whether or not efforts to reduce 
the opportunities for committing online piracy have resulted in actual reductions 
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remains to be seen, with the growing use of alternative internet protocol addresses 
enabling piracy to be conducted with minimal risks of detection, and open source 
anonymous browsing networks such as Tor further facilitating online deviance. 
Although relatively few in number, there have been some attempts to 
understand the characteristics of those involved in online piracy. These have generally 
emphasized the importance of age and social status (Allen, Forrest, Levi, Roy & 
Sutton, 2005; Cox & Collins, 2014; Motion Pictures Association, 2005). Other 
researchers have focused attention on explaining involvement in online piracy, 
drawing on well-established criminological theories including social learning 
(Burruss, Bossler & Holt, 2013; Hinduja & Ingram, 2009) and neutralization 
techniques (Higgins, 2004; Higgins & Wilson, 2006; Ingram & Hinduja, 2008). The 
majority of these studies have utilized data from school and college-based samples, 
which whilst useful for theory testing, do not provide insight into population-level 
patterns of offending. Such studies have also been focused exclusively on measures of 
cyber offending, rather than assessing them alongside traditional offline offences. 
This limits the identification of any possible patterns of offending that span online and 
offline spaces, something which might be expected given the supposed versatility and 
flexibility in offending (McGloin, Sullivan & Piquero, 2009; Piquero, Farrington & 
Blumstein 2003).   
In this study we contribute to this growing literature by assessing whether or 
not there is an overlap between those offenders who are involved in online piracy and 
those that are involved in offline offences. Drawing on data from a nationally 
representative survey of people aged 10-25 resident in England and Wales, we show 
that many offenders do not confine their offending to online spaces, with evidence 
that they also engage in traditional offline crimes, most notably property offences. We 
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also examine the role of differential association and deviancy neutralization 
techniques in shaping offending behavior, demonstrating significantly higher levels of 
involvement amongst those young people with delinquent peer networks and those 
that engage in neutralization techniques. Finally, we also show that stronger levels of 
family support can play a role in reducing involvement in piracy. 
 
Explaining online piracy offending 
Online piracy is classified as a criminal offense across many countries including the 
United States (No Electronic Theft Act, 1996) and United Kingdom (Digital 
Economy Act, 2010). Yet there have been few prosecutions, with countries such as 
the United Kindgom now instead adopting tactics to dissuade persistent online pirates 
through warning letters sent by internet service providers (British Broadcasting 
Corporation, 2014). Despite its criminal status online piracy is typically regarded as 
commonplace and normalized amongst participants (Yar, 2013). The ease and 
simplicity of carrying out online piracy through widely available websites that appear 
legitimate can create the impression of social acceptability. The lack of an easily 
identifiable victim leads many active online pirates to refuse to accept that their 
actions constitute harm to society (Morris & Higgins, 2008; Wingrove, Korpas & 
Weisz, 2011). So too can the pseudo-private world of the internet and its 
deindividuated status render online piracy easy to commit (Hinduja, 2008). That so 
few online pirates receive any official sanction further compounds its ambiguous 
status in the eyes of offenders.  
A number of studies have found that young people are the most likely 
perpetrators of online piracy offences (Allen et al., 2005; Cox & Collins, 2014; 
Motion Pictures Association, 2005; Smith, Grabosky & Urbas, 2004; Yar, 2013b). 
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This may be explained by young people having greater levels of leisure time to 
engage in internet use, having a higher demand for consumption of online media, as 
well as a greater propensity to engage in general offending behavior during the period 
of adolescence and early adulthood (Farrington, 2007). Bachmann (2007) found the 
majority of file sharers came from the 18-29 age group, but also noted that the 
proportion of file sharing amongst older populations aged 30 to 49 had increased by 
6% since 2005 – a finding attributed to the cohort of young persons who grew up with 
file sharing now aged in their 30s. Music downloading was also higher for young 
people aged 18-29 which fits with general patterns of music consumption in the 
younger age groups. That online piracy is largely confined to the adolescence–early 
adulthood period has been explained by Lee and Low (2004) as a ‘generational 
effect’. They find attitude differences between the younger generation (born 1976-
1991) and the ‘baby boomers’ (1946-1960), with the younger generation more likely 
to perceive online piracy as acceptable. They believe that this is because the ‘baby 
boomer’ generation have been less able to adapt and adjust to computer-based 
technology.  
Other studies, such as D’Astous, Colbert and Montpetit (2005) and Williams, 
Nicholls and Rowlands (2010), challenge the idea that age is associated with the 
propensity to engage in online piracy. Williams and colleagues in particular raise 
questions about the reliance on school and college samples in acquiring evidence 
about the demographic characteristics of online pirates across the population. Such 
samples also tell us little about those young people that have dropped out of the 
formal education system – a group who are more at risk of juvenile crime (See 
Farrington, 2007 for reviews), and which may alter previous theoretical explanations 
about the characteristics of online piracy offenders.  
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In explaining involvement in online piracy, studies have tested a variety of 
criminological theories more typically applied to offline crime including social 
learning (which also encapsulates linked processes of differential association and 
neutralization techniques) and control theories. Social learning theory draws closely 
on Sutherland’s (1947) differential association theory, but expands this to include 
operant conditioning found in the behaviourist school of psychology, together with 
reinforcement of these behaviors (Ackers, 2011; Ackers & Jensen, 2011). Learning to 
engage in online piracy involves a number of processes. Socializing with delinquent 
friends is a well-known predictor of crime offline (Haynie & Osgood, 2005; Warr, 
1993), with similar associations found when considering online piracy (Gunter, 2009; 
Higgins & Makin 2004; Higgins & Wilson 2006; Hinduja & Ingram, 2009; Holt, 
Burruss & Bossler, 2010). Hinduja and Ingram (2009) found that real-life peers 
exerted the strongest influence on propensity to engage in online piracy, with on-line 
peer involvement via chat rooms and other interactive forums also influential, albeit 
to a lesser extent. In contrast, Holt and Copes (2010) find that learning via online 
interactions with other pirates can provide an important source of technical expertise 
that facilitates offending. Although more often connected to offline offending, the 
intergenerational influence of parents via delinquent attitudes and direct offending 
transmission have been highlighted (Farrington, Coid & Murray, 2009; Murray, 
Loeber & Pardini, 2012; Nijhof, Kemp & Engels, 2009). Gunter (2009) found 
differential association components of peer activity and parental support to be 
important predictors of online piracy. Yang and Wang (2015) also found that parents 
influenced their children’s attitudes towards online piracy through imitation and 
behavioral reinforcement.  
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 As well as facilitating offending via differential association from peers and 
parents, social learning processes have also been linked with the use of neutralization 
techniques. As Ingram and Hinduja (2008) have argued, the adoption of 
neutralizations to justify online piracy is cultivated through peer, family and work 
norms. The moral appeasement which neutralizations embody serves to justify online 
piracy, positioning these offences as socially legitimate, normal, commonplace, and 
without the pejorative harm caused to identifiable victims as seen in many offline 
crimes. In previous studies, the use of neutralization narratives has been found to be 
high amongst persons carrying out frequent online piracy offences (Higgins, 2004; 
Higgins & Wilson, 2006; Ingram & Hinduja, 2008). Wingrove and colleagues (2011) 
found that online piracy activities were regarded as acceptable amongst college 
students, particularly when compared to conventional theft and shoplifting which 
were deemed morally wrong. Elsewhere however, Hinduja (2007) found weak 
empirical support for neutralization theories in the context of online piracy. This 
finding was attributed to the widespread belief amongst young people, and college 
students more specifically, of the ubiquitous nature of piracy and its perceived non-
criminal status.  
 Control theory has also been used to explain involvement in online piracy, 
primarily as a result of young people’s strength of attachments to their parents. 
Although sharing similarities with social learning, control theories instead stress the 
bonds and attachments which individuals possess to society as inhibitors to offending, 
with a particular focus on the strength and quality of attachments with family 
members operating as important informal control agents (Gottfredson & Hirschi, 
1990; Laub & Sampson, 1988). Although control theory-based variables such as 
strength of attachment to parents have been rarely operationalized in studies of online 
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piracy, there is a rich tradition of support for control theories as explanations of 
offline juvenile delinquency (e.g. Hoeve et al, 2009; Laub & Sampson 1988; Rankin 
& Kern 1994). Some studies have modeled the effects of parental closeness (e.g. 
Higgins, Wolfe & Marcum, 2008; Moon, McCluskey, McCluskey & Lee, 2010) but 
these have not been found to be significant. Others have noted the importance of 
parental attachments as inhibitors to online piracy (Higgins, Wolfe & Marcum 2008). 
Protective parenting practices, involving regular monitoring and controlling of young 
people’s behavior, are also associated with more ethical online attitudes (Mitchell, 
Petrovici, Schlegelmilch & Szőcs, 2015).  
Parental attachment and supervision may influence behaviour online through 
the general protective role which parents foster by guiding young people into more 
normative behavioural pathways and adoption of conformist attitudes. When 
supervision of children and levels of attachment are weak, higher levels of 
delinquency have been observed across several studies (Hirschi, 1969; Laub & 
Sampson, 1988; Wells & Rankin, 1991). Risks of offending can be increased during 
family breakup (Juby & Farrington, 2001), as well as within particular family 
structures including single mother and father (Demuth & Brown 2004), and ‘blended’ 
and cohabitating families (Apel & Kaukinen, 2008). Juvenile offending may also be 
heightened when new family structures are formed, with parental supervision and 
attachment to children weakened during these transitioning periods (Schroeder, 
Osgood & Oghia 2010). Parental support and attachment can also, in some instances, 
facilitate rather than prevent juvenile offending. Brauer and De Costa (2012) find that 
adolescents who are close to parents who disapprove of delinquency are more likely 
to offend than those who are close to parents who do not disapprove of delinquency. 
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This was explained as a reaction from the young person to parental support which was 
perceived as controlling and limiting of their autonomy.  
 
Is Online Piracy a Generalized or Specialized form of Offending?   
A paucity of research has examined the overlapping offending activities between 
online and offline spaces. However, the similarities in the theoretical explanations for 
online and offline offending may suggest that some offenders who engage in offline 
offences are also involved in online piracy. Developmental models of delinquency 
provide some explanation for the potential online–offline offending continuum. If 
parental supervision of their children is minimal, and attachments with parents weak, 
risks of engaging in delinquency can increase (Laub & Sampson, 1988; Wells & 
Rankin, 1991). Similar processes such as associations with delinquent peers (Warr, 
1993; Haynie & Osgood, 2005), or having dropped out of formal education 
(Gottfredson, 2001; Henry, Knight & Thornberry, 2012) may place young people in 
an environment where they are subjected to more deviant norms, as well as fewer 
prosocial social routines and commitments – factors which may also facilitate a more 
general spectrum of offending involvement. Donner, Jennings and Banfield 
(forthcoming, 2015) combined measures of cyber offending with offline offences to 
assess whether there was a continuum of offending amongst college students. The 
study included cyber offending measures consisting of online harassment and 
threatening behavior, hacking, sending malicious viruses, visiting illicit websites, as 
well as online piracy. These were matched with offline offences ranging from graffiti 
and damaging others personal property, to violence and serious theft. The study found 
support for the generality hypothesis, arguing that the continuum of offending is 
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independent of self-control, with the higher frequency of online offending associated 
with a higher frequency of offline offending.  
According to Gottfredson and Hirschi (1990), offending careers are likely to 
take a general rather than specialized form. Individual changes during the lifecourse 
such as through associations and attachments with different persons may bring about 
new opportunity structures and situational inducements which can increase or 
decrease offending risks (McGloin, Sullivan & Piquero, 2009). The traditional offline 
age-crime curve shows offending is largely concentrated in the period between the 
mid-teens and early-mid 20s (Graham & Bowling, 1995; Hirschi & Gottfredson, 
1983; Sampson & Laub, 2003). Although we may expect social learning influences to 
change as young people enter adulthood (such as forming more stable romantic 
relationships and reduced influence of peers and parents) the routine role of the 
internet in everyday life arguably creates an opportunity structure which is ever 
growing. It is therefore possible that we may see continued involvement in online 
offending beyond the typical mid-20s period.  
Contrasting research on the specialization of offending finds that this is 
primarily associated with older adult offenders (Piquero, Farrington & Blumstein, 
2003), and during short-bursts rather than across a long time period (Sullivan, 
McGloin, Pratt & Piquero, 2006). This may be due to changing life circumstances 
which alter opportunity structures and situations, as well as greater skills and 
expertise garnered amongst persons with longer histories of offending. Offenders may 
favor particular types of crime, but these offending activities may fluctuate over time, 
between both online and offline situations, to indicate some versatility in offences 
committed (McGloin, Sullivan, Piquero & Pratt, 2007; McGloin, Sullivan & Piquero, 
2009; Piquero, Farrington & Blumstein, 2003).  
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Current study 
The current study investigates the characteristics of online pirates. We focus 
specifically on the potential overlaps between online and offline offending; the role of 
differential association and deviancy neutralization techniques in shaping offending 
behaviour; and the protective effect of strong family support networks in reducing 
involvement in piracy. Existing research has typically been gathered from school and 
college-based samples, which whilst useful for testing theoretical explanations (see 
Higgins, Wolfe & Marcum, 2008), tell us little about those young people that have 
left the formal education system – a group who are more likely perpetrators of 
juvenile crime more generally (see Farrington, 2007 for reviews). By using data from 
a nationally representative survey of offending behavior, this study is in a rare 
position of being able to provide more definitive evidence on the parallels and 
differences between involvement in online and offline crime.  
 
Data 
Our data are from the Offending Crime and Justice Survey (OCJS). Conducted 
between 2003 and 2006, the survey includes a nationally representative sample of 
people aged 10-65 resident in England and Wales (fielded in 2003), and three follow 
up interviews with young people aged 10-25 (fielded in 2004, 2005 and 2006). 
Designed specifically to explore levels of self-reported offending, the survey had a 
response rate of 74% at the initial interview and experienced comparatively low 
attrition, with a response rate of 82% at wave 2 (Hamlyn, Maxell, Phelps, Anderson, 
Arch, Pickering & Tait, 2005). 
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This analysis is based on data from wave 2 of the survey, conducted in 2004. 
We use wave 2 because a high proportion (11.8%) of respondents aged 10-25 refused 
to report whether they had downloaded any content (music or games) illegally in 
2003. This is compared to 0.3% refusal in 2004, resulting in a more robust final 
sample of 4,612 young people.i The 2004 interviews also included questions about 
young peoples’ (aged 16 and under) relationships with families, allowing us to 
explore in more detail the role that family support and normative disapproval play 
when considering younger respondents. With the exception of basic demographics, all 
questions were fielded as part of a computer-assisted self-interviewing (CASI) 
component of the main OCJS questionnaire. Audio-CASI was used for questions on 
offending to mitigate reading difficulties, particularly amongst the youngest 
respondents (Hamlyn et al., 2005). In common with other national surveys, informed 
consent was gained from all respondents prior to participation. In addition, parental 
consent was required for all participants aged 10-15, as well as participants aged 16 
and 17 who were living with parents or guardians. Table 1 includes full descriptive 
details for all measures included within the analysis. 
 
Insert table 1 here. 
 
Online piracy 
Online piracy is measured with a single binary indicator identifying those individuals 
that reported involvement in this activity during the previous year: 
 
 In the last 12 months have you used the internet to download software or 
music that you knew to be pirated or unauthorized? 
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A total of 27% of young people admitted to illegally downloading software or music 
in the last year.  
 
Offline offending  
To examine the extent that young people’s involvement in online offending is 
empirically distinct from offline offending, those young people that reported 
involvement in offline crimes in the 12 months leading up to the interview are 
identified. Two broad offence types are considered separately: property offences, 
including vehicle related thefts, criminal damage, burglaries, and other thefts; and 
violent personal crimes, covering assaults with or without injury, and robbery. In both 
cases, we distinguish between those young people that reported committing the 
offence once in the last year, and those that had committed the offence multiple 
times.ii   
 
Differential association  
To measure the impact of differential association, young people were asked 
“Thinking about your closest friends. About how many of them, if any, have been in 
trouble with the police in the last 12 months?” (None of them, a few of them, quite a 
lot of them, nearly all of them, all of them). Although originally measured on an 
ordinal scale, we make the general distinction between those young people that report 
having any delinquent friends, and those that do not report any delinquent friends. 
This reflects the comparatively small number of people that reported that more than a 
few of their friends were delinquent. We also identify those young people who report 
that they have delinquent parents or guardians (a binary measure defined as 
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parents/guardians that have ever been in trouble with the police). These measures 
differ from previous studies (e.g. Higgins, 2004; Higgins & Wilson, 2006) which are 
more focused on friends who engage in online offending. We do note, however, that 
our measures of differential association may capture young people who are 
surrounded by more general delinquent attitudes and experiences from peers.   
 
Deviancy neutralization 
Three survey items are used to measure the extent that young people engage in 
deviance neutralization techniques, measured on five-point likert scales from strongly 
agree (5) to strongly disagree (1).  
 
 It is OK to steal something if you are very poor? 
 It is OK to steal from somebody rich who can afford to replace it? 
 It is OK to steal something from a shop that makes a lot of money? 
 
Although not as comprehensive as previous measures of neutralization (e.g. Morris 
and Higgins, 2008) which incorporate the full spectrum of Sykes and Matza’s (1957) 
original model, these measures still capture several behavioral markers of online 
offending. The three items were combined into a single latent scale using factor 
analysis, with higher scores representing an increased tendency to adopt deviancy 
neutralization strategies. All three items had factor loadings above .7 and the scale has 
good reliability (alpha .84). Full factor loadings included in appendix, table A.1.  
 
Parental normative disapproval and family support 
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Parental normative disapproval and family support have rarely been applied to studies 
of online piracy (for exceptions see Gunter, 2009; Yang & Wang, 2015), yet are 
widely associated with social control theory where they have been used to explain 
offline offending (Laub & Sampson, 1988; Rankin & Kern, 1994; Hoeve, Stams, van 
der Put, Dubs, van der Laan & Gerris, 2009). To measure this, young people aged 10-
16 were asked a series of questions about their relationships with family members. A 
total of four items capture parental normative disapproval: 
 
I am now going to ask you to imagine you have done various things, and how your 
parent(s) might feel about them 
 Firstly, imagine your parent(s) found out you had started a fight with 
someone. Would they mind....? 
 And what about if you wrote things or sprayed paint on a building. Would they 
mind....? 
 And what about if you skipped school without permission. Would they 
mind....? 
 And if you smoked cannabis. Would they mind....? 
  
All four items were measured on a 3-point scale (yes a lot, yes a little, not at all), and 
are combined using factor analysis to generate a single latent scale (appendix, table 
1). Higher scores reflect less disapproval.   
A further three binary items (yes/no) are combined to capture parental support, 
with higher scores representing less parental support:  
 
 My parent(s) usually praise me when I have done well 
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 My parent(s) usually listen to me when I want to talk 
 My parent(s) usually treat me fairly if done something wrong 
 
In both cases, a polychoric correlation matrix is used to account for the categorical 
nature of the included items (Parry & McArdle. 1991; Flora & Curran, 2004. 
Kolenikov & Angeles, 2004). 
 
Additional control variables 
To account for other potential risk factors that may influence online offending, those 
young people that have ever been homeless, as well as those that have ever lived in 
care are identified. We also identify those young people that reported that they had 
ever played truant or been expelled from school. All four items are binary indicators.  
Finally, a number of background characteristics for each respondent are 
included. These cover respondents age (a continuous scale, centred on the population 
mean), gender and ethnicity (distinguishing between white, black, asian, and 
mixed/other), as well as living accommodation (distinguishing those young people 
that currently live in rented accommodation from those who do not).  
 
Analytic strategy 
Binary logistic regression models are used to identify which factors are associated 
with increased involvement in online offending. Survey weights were applied prior to 
analysis, and adjustments were made to account for the clustered sample design using 
the svy commands in Stata version 13. Assessment of the bivariate correlation matrix 
(appendix tables A.2 and A.3) confirms no strong correlations between the 
independent variables. The restriction of questions about parental normative 
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disapproval and family support to young people means that in addition to general 
models applied to the full sample, we also estimate a separate model for those aged 
10-16 assessing the role of family relations.  
 With the exception of gender and age, missing data is evident across all 
independent variables (see table 1). In most cases this accounts for less than 1% of all 
responses. However, levels of missing data are comparatively higher when 
considering estimates of involvement in offline crime and association with delinquent 
friends, where up to 7.5% of the sample are missing. All models were therefore 
estimated using multiple imputation (Rubin, 1987) with a total of 40 imputed 
datasets.iii  
 
Results 
Before examining the social characteristics of young people engaged in online piracy, 
figure 1 shows the age-crime curve for online piracy, alongside involvement in 
property and violent offences offline. In each case, this is based on a three-year 
rolling average to ‘smooth’ the overall curve. To present the full age distribution, data 
from the original 2003 interview for those aged 26-65 has been appended. Levels of 
online piracy generally follow the familiar age-crime trajectory (Hirschi & 
Gottfredson, 1983), with a clear peak of almost 40% involvement between the ages of 
15 and 20, followed by a general decline over the remainder of the age distribution. 
The picture is similar when considering offline crime, although peak involvement for 
these crimes is roughly half the level of involvement in online piracy, and the decline 
starts at an earlier age. Perhaps surprisingly, involvement in online piracy never fully 
ceases, with approximately 10% of those aged 40-50 admitting to illegal 
downloading, and around 5% of those aged over 50 admitting involvement.  What is 
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clear, then, is that that downloading copyrighted material is at once both distinct from 
other forms of crime, and a more normalized activity amongst young people. 
 
Insert figure 1 here 
 
Figure 1 also includes the level of internet penetration for each age group, lending 
some support to the existence of a ‘generational’ effect reported by Lee and Low 
(2004). Here we see clear evidence of an uneven level of exposure to the internet, 
with younger people considerably more likely to have assimilated the use of 
computers in their everyday lives. There are substantially lower levels of exposure to 
the internet amongst older people. This decline mirrors the fall in levels of 
involvement in online piracy as age increases, with more than 90% of those in the 
youngest age groups reporting that they had accessed the internet, compared to less 
than 50% of those aged 55 and older.  
Turning to our empirical models, table 2 includes results from four logistic 
regression models identifying those characteristics of young people that are associated 
with involvement in online piracy. Models 1-3 include data from all young people 
aged 10-25. Model 4 is restricted to the subsample of respondents aged 10-16 who 
were fielded additional questions about their relations with family.  
 
Insert table 2 about here.  
 
Looking first at the full sample, Model 1 demonstrates a clear link between 
involvement in online piracy and both forms of offline crime. There is a particularly 
close correspondence with involvement in offline property offences, where the 
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frequency of offending is also shown to be important. Those young people who 
admitted committing one offline property offence in the last year have over twice as 
high odds of participation in online crime, whilst those who had committed two or 
more offences have nearly three times higher odds of involvement in online piracy. In 
contrast, those involved in violent crimes offline have around 1.4 times higher odds of 
involvement in online piracy, and there are no substantial differences based on the 
number of offences committed. This suggests that whilst there is a general tendency 
for offline offenders to also operate online, there is also some evidence that this is 
localized to ‘similar’ forms of offence.  
Model 1 also confirms the strong link between age and involvement in online 
piracy shown in figure 1, with the age polynomial indicating a general increase in 
involvement during early years, before declining amongst the oldest respondents. A 
strong gender gap is also evident, with young women less likely to be involved than 
men. Conversely involvement is generally lower amongst those living in rented 
accommodation. No other risk factors are shown to be significantly related to piracy.  
 Model 2 demonstrates higher levels of involvement in piracy amongst those 
young people that have delinquent friends, even having accounted for involvement in 
offline crimes. Young people that report having delinquent friends have more than 
40% higher odds of being involved in online piracy than those with no deviant 
friends. This remains significant when account is also taken of deviancy 
neutralization (model 3), confirming the importance of differential association. In 
contrast, whilst operating in the expected direction, we find no evidence that parental 
deviance is associated with young people’s involvement in online piracy. 
Turning to model 3, we also find evidence of an important role of deviancy 
neutralization. Here we see that those young people that had a greater tendency to 
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rationalize deviant activities as acceptable behavior are more likely to be involved in 
these forms of offending.iv  
To assess the potential role of family networks, model 4 restricts the analysis 
to those aged 10-16. Parental support is significantly associated with young people’s 
involvement in online piracy, with those young people that reported lower levels of 
parental support having significantly higher odds of involvement. No similar effect of 
parental normative disapproval is evident. The effects of all other variables operate in 
the same direction and are of similar magnitude to model 3, although deviancy 
neutralization no longer reaches conventional levels of significance (p<.07) when 
restricted to young people.   
 
Discussion 
We have provided one of the first large-scale assessments of young people’s 
involvement in online piracy using population-level data for England and Wales. This 
has extended previous understandings of the characteristics of these offenders, and the 
underlying theoretical explanations for such offending. Our results point to a 
continuum of online and offline offending, supporting recent findings by Donner, 
Jennings and Banfield (forthcoming, 2015). We find that many of those involved in 
piracy do not restrict their offending behavior to online spaces, with a particularly 
close alignment with offline property offending. Online piracy can be considered a 
form of cyber-enabled theft, albeit one which is not always clearly conceived as 
criminal (see Hinduja, 2007; Morris & Higgins, 2008; Phau & Liang; 2012), 
suggesting that for some individuals this represents a continuation of their offline 
activities. Our findings should further be understood in the context of debates 
regarding whether offending is general or specialized (McGloin et al., 2007; 
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McGloin, Sullivan & Piquero 2009; Piquero, Farrington & Blumstein, 2003). That 
online piracy is most closely aligned with offline property crimes lends some support 
to the specialization argument, with some offenders apparently making little 
distinction between online and offline offending environments. But the evidence for 
specialization should not be overstated, with the vast majority of online pirates 
restricting their behaviour to online spaces, and a weaker association also identified 
with offline personal offending  
We also tested whether theoretical factors typically associated with offline 
offences also help explain involvement in online piracy, finding support for the 
influence of differential association, deviancy neutralization, and parental support. 
Young people who reported having delinquent friends were more likely to be 
involved in online piracy than those young people who did not, perhaps reflecting 
similar processes as offline offending (Haynie & Osgood, 2005; Warr, 1993). No 
similar effect of deviant parents was found. That our measures tapped into a more 
general set of delinquent behaviors (being in trouble with the police), suggests that the 
influence of delinquent friends was oriented around the reinforcement of delinquent 
attitudes and behaviors, rather than through socialization of the technical skills needed 
to commit online piracy (e.g. Holt & Copes, 2010).  
Previous research has found inconsistent support for deviancy neutralization in 
the case of online piracy (Higgins, 2004; Higgins & Wilson, 2006; Hinduja, 2007). 
This has been explained by the ambiguous status of online piracy in the eyes of 
offenders, with neutralization techniques only appearing if offenders; a) recognize the 
deviant nature of online piracy, and b) receive some kind of social challenge or 
reprimand to alert them of the deviant nature of their actions. We find that 
neutralization techniques were common among online piracy offenders and 
 23 
correspondingly lower amongst those not involved. This suggests that many young 
people do view these activities as deviant, and that neutralization techniques are 
routinely employed to justify online piracy. 
Drawing on social control theory, we find that low parental support is 
associated with higher rates of online piracy, supporting findings by Gunter (2009) 
and Higgins, Wolfe and Marcum (2008). Furthermore we find this to be more 
predictive of online piracy than deviancy neutralization techniques, highlighting the 
significant role that family relations can play in offending decisions. Parental support 
captured being praised, listened to and fairly treated by parents, which mirror factors 
associated with increased risks of delinquency, such as hostility, lack of warmth, and 
cold, rejecting parenting (see Hoeve et al., 2009). Higgins, Wolfe and Marcum (2008) 
further stress that social bonds with parents may also play a role as an inhibitor to 
online piracy by building commitment to normative routines, including attending 
school. We do not however find that parental normative disapproval was related to 
online piracy.  
We have also shown that the age-crime curve for online piracy follows the 
same overall pattern as offline crime (Graham & Bowling, 1995; Hirschi & 
Gottfredson, 1983; Sampson & Laub 2003). Our data show that onset and desistance 
are similar for online piracy compared to offline crimes, with the key exception that 
offline crimes (violence and property crimes) are less prevalent and decline more 
sharply than online piracy. This may be partly accounted for by a generation effect, 
with the greater levels of exposure and socialization into the use of computers during 
younger years contributing to the higher levels of participation.  
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The findings of this study have several implications for policy. The high rates 
of online piracy noted in this study suggest that online offending is considerably more 
normalized than offline offending, requiring a more general suite of deterrence 
activities to reduce levels of involvement. The recently implemented Creative Content 
UK scheme of sending warning letters to prolific online pirates from Internet Service 
Providers (British Broadcasting Corporation 2014) may exert the sort of positive 
shaming effect required to discourage piracy, but empirical evaluations are yet to 
confirm this. To effectively reduce overall levels of online piracy this should be 
supported by more extensive educational strategies – whether via school, college or 
youth services – working with young people to promote responsible online conduct. 
Focusing most closely on young males may see the greatest gains, with this group 
standing along as the most likely to be involved in online piracy. Recognizing the 
negative influence of delinquent peers, whilst simultaneously promoting strong family 
support networks may further reduce online piracy. However, the existence of a small 
group of more problematic offenders who carry out offences online and offline may 
require a different approach that focuses more generally on the full spectrum of 
antisocial behavior and delinquency. Here, the particularly strong connection between 
offline property offences and online piracy would point to strategies aimed 
particularly at tacking acquisitive crimes. 
We do however note some limitations of our analysis, particularly the timing 
of the data, which was collected in 2004. Cyberspace is a rapidly changing social area 
with internet speeds, technology, as well as the reduced price and easy availability of 
acquiring computers potentially altering the types of offenders engaging in cyber 
offending. The growth of smart-phone and other handheld computer technology 
further provides users almost uninterrupted access to online environments. The 
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ubiquity of internet connectivity means that it is almost inevitable that levels of 
involvement in cyber offending have increased since the snapshot provided by the 
Offending Crime and Justice Survey. Future research exploring the impact of 
technological change and efforts to reduce online piracy should be undertaken, 
adopting a broader conception of cyber offending to capture access through devices 
such as mobile cell phones.    
We also should not ignore potential weaknesses with our measures of 
offending, which rely on respondents to accurately self-declare their involvement in 
online offending. Comparatively little is known about involvement in cyber offending 
when compared to more traditional forms of crime. Nevertheless, we think it is 
reasonable to assume that a reliance on self-reported online offending measures will 
pose similar problems of underreporting to self-reported involvement in more typical 
offline crimes. As a result, it is likely that our estimates of the prevalence of online 
piracy will be biased downwards. However, we believe that it is less plausible 
(although not impossible) that there should be systematic differences in the propensity 
to admit involvement in online piracy based on other characteristics of individual 
respondents. As a result, the patterns of differential involvement that we observe are 
likely to be a good marker for the true underlying differences that exist in the 
population.  
That our findings suggest a continuum between online and offline offending 
should be considered in light of research assessing offending careers, and how 
changing social contexts and criminal opportunities may influence a greater versatility 
of offending forms (e.g. McGloin, Sullivan & Piquero, 2009; Piquero, Farrington & 
Blumstein, 2003). The widespread availability of the internet, which has expanded 
further since the collection of the Offending Crime and Justice Survey data, presents 
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offenders with an opportunity structure which is ever growing. This in turn may 
increase the likelihood of offenders using the internet to commit some offences which 
previously would have been confined to offline spaces. Further research assessing the 
link between online and offline offending using more recent self-report data is highly 
warranted in expanding our current knowledge of these offending transitions. We 
further note the scarcity of population-level data to allow these inferences to be made, 
therefore would welcome the inclusion of cyber-offending questions within wider 
self-report studies of offending. 
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Tables and Figures 
 
Figure 1. Involvement in online offending by age 
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Table 1. Descriptive statistics 
  Mean SD Min Max 
Sample 
size 
Illegal downloading (last year) 0.27 0.44 0 1 4612 
Age (centred) -0.22 4.11 -6.71 8.29 4612 
Age2 16.90 17.78 0.08 68.70 4612 
Female 0.49 0.50 0 1 4612 
Ethnicity (ref: White)      
Black 0.02 0.13 0 1 4611 
Asian 0.04 0.20 0 1 4611 
Mixed/other 0.04 0.19 0 1 4611 
Lives in rented accommodation 0.29 0.45 0 1 4599 
Lived in care (ever) 0.01 0.12 0 1 4563 
Been homeless (ever) 0.02 0.13 0 1 4579 
Expelled from school 0.03 0.17 0 1 4591 
Suspended from school 0.10 0.30 0 1 4589 
Parental deviance (police contact) 0.09 0.29 0 1 4542 
Delinquent friends 0.24 0.43 0 1 4327 
Violent crime involvement in last year (ref: 
none)           
Once 0.06 0.24 0 1 4459 
Twice or more 0.11 0.31 0 1 4459 
Property crime involvement in last year 
(ref: none)           
Once 0.05 0.22 0 1 4268 
Twice or more 0.10 0.30 0 1 4268 
Deviancy neutralisation 0.00 0.94 -0.98 5.13 4601 
Parental normative disapproval 0.14 0.30 0 2.17 2344 
Lack of parental support 0.07 0.21 0 1.04 2312 
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Table 2. Logistic regression models for involvement in online piracy (imputed) 
 
Model 1: Offline 
offending  
Model 2: Differential 
association  
Model 3: Deviancy 
neutralisation  
Model 4: Parental 
involvement (10-16) 
  Logit S.E 
Odds 
ratio   Logit S.E 
Odds 
ratio   Logit S.E 
Odds 
ratio   Logit S.E 
Odds 
ratio 
Age (centred) 0.10 0.01 1.10***   0.10 0.01 1.10***   0.10 0.01 1.10***   0.33 0.12 1.40** 
Age2 -0.02 0.00 0.98***   -0.02 0.00 0.98***   -0.02 0.00 0.98***   0.02 0.02 1.02 
Female -0.57 0.07 0.57***   -0.56 0.07 0.57***   -0.56 0.07 0.57***   -0.53 0.10 0.59*** 
Ethnicity (ref: White)                               
Black 0.14 0.28 1.15   0.13 0.28 1.14   0.10 0.28 1.10   0.29 0.41 1.33 
Asian 0.03 0.18 1.03   0.06 0.18 1.06   0.05 0.18 1.05   -0.02 0.29 0.98 
Mixed/other 0.28 0.18 1.32   0.30 0.18 1.35   0.27 0.18 1.31   0.54 0.23 1.72* 
Lives in rented 
accommodation -0.42 0.08 0.66***   -0.43 0.08 0.65***   -0.44 0.08 0.65***   -0.40 0.12 0.67*** 
Lived in care (ever) -0.04 0.31 0.96   -0.03 0.31 0.97   -0.06 0.31 0.95   -0.10 0.43 0.91 
Been homeless (ever) 0.43 0.26 1.53   0.37 0.26 1.45   0.37 0.26 1.45   0.55 0.48 1.74 
Expelled from school -0.11 0.21 0.90   -0.14 0.21 0.87   -0.13 0.21 0.88   -0.38 0.32 0.68 
Suspended from school 0.08 0.12 1.08   0.03 0.12 1.03   0.01 0.12 1.01   0.06 0.19 1.06 
Violent crime involvement in 
last year                               
Once 0.38 0.14 1.46**   0.35 0.14 1.42*   0.35 0.14 1.42*   0.37 0.18 1.45* 
Twice or more 0.35 0.12 1.42**   0.29 0.12 1.34*   0.27 0.12 1.31*   0.30 0.15 1.35 
Property crime involvement 
in last year                               
Once 0.75 0.15 2.11***   0.71 0.15 2.03***   0.70 0.15 2.02***   0.86 0.21 2.35*** 
Twice or more 1.09 0.12 2.99***   1.02 0.12 2.77***   0.99 0.12 2.70***   0.80 0.17 2.23*** 
Delinquent friends         0.36 0.09 1.44***   0.34 0.09 1.41***   0.40 0.12 1.49*** 
Parental deviance (police 
contact)         0.13 0.12 1.14   0.15 0.12 1.16   0.18 0.17 1.19 
Deviancy neutralization                 0.13 0.04 1.14***   0.10 0.05 1.11 
Parental normative 
disapproval                         0.08 0.18 1.08 
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Lack of parental support                         0.47 0.23 1.60* 
Constant -0.54 0.07 0.58   -0.65 0.07     -0.64 0.07 0.53   -0.52 0.18 0.59 
                                
Imputed sample size 4612       4612       4612       2546     
Pseudo R2 (non-imputed) 0.10       0.11       0.11       0.13     
* p<. 05, ** p<.01, *** p<.001 
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Appendix 
 
 
Table A.1. Factor loadings (maximum likelihood) 
Parental normative disapproval (higher scores less disapproval) Factor score 
Would parent(s) mind if you started a fight with someone? 0.63 
Would parent(s) mind if you wrote, sprayed paint on building? 0.84 
Would parent(s) mind if you skipped school without permission? 0.87 
Would your parent(s) mind if you smoked cannabis? 0.77 
Eigenvalue 2.44 
Scale reliability coefficient:       0.66 
    
Parental support (higher scores less support) Factor score 
My parent(s) usually praise me when I have done well 0.81 
My parent(s) usually listen to me when I want to talk 0.92 
My parent(s) usually treat me fairly if done something wrong 0.69 
Eigenvalue 1.99 
Scale reliability coefficient:      0.58 
    
Deviancy neutralisation (higher scores more neutralisation) Factor score 
It is OK to steal something if you are very poor? 0.71 
It is OK to steal from somebody rich who can afford to replace it? 0.90 
It is OK to steal something from a shop that makes a lot of money? 0.84 
Eigenvalue 2.02 
Scale reliability coefficient:      0.84 
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Table A.2. Spearman correlation matrix (full sample) 
  1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 
1. Illegal downloading (last year) 1.00                                 
2. Age (centred) 0.12 1.00                               
3. Age2 -0.19 0.01 1.00                             
4. Female -0.16 0.02 0.01 1.00                           
5. Black 0.02 0.01 -0.01 0.02 1.00                         
6. Asian -0.01 0.04 -0.02 0.02 . 1.00                       
7. Mixed/other 0.01 -0.03 0.03 0.00 . . 1.00                     
8. Lives in rented accommodation -0.08 0.06 0.08 0.06 0.10 0.02 0.07 1.00                   
9. Lived in care (ever) 0.00 -0.01 -0.02 -0.01 0.06 -0.02 0.04 0.10 1.00                 
10. Been homeless (ever) 0.02 0.09 0.03 0.04 0.07 -0.01 0.01 0.14 0.15 1.00               
11. Expelled from school 0.02 0.03 -0.04 -0.02 0.04 0.02 0.01 0.13 0.10 0.12 1.00             
12. Suspended from school 0.06 0.11 -0.08 -0.13 0.06 -0.01 -0.03 0.12 0.10 0.09 0.25 1.00           
13. Parental deviance (police contact) 0.04 -0.01 -0.06 0.01 0.01 -0.01 -0.01 0.08 0.03 0.10 0.07 0.10 1.00         
14. Delinquent friends 0.15 0.00 -0.20 -0.09 0.02 -0.03 -0.02 0.03 0.02 0.03 0.06 0.13 0.09 1.00       
15. Violent crime involvement in last year 0.14 -0.06 -0.13 -0.13 0.01 -0.03 0.02 0.00 0.01 0.03 0.03 0.11 0.09 0.19 1.00     
16. Property crime involvement in last year 0.22 0.02 -0.13 -0.11 0.03 -0.03 -0.01 0.03 0.02 0.04 0.06 0.13 0.08 0.23 0.36 1.00   
17. Deviancy neutralisation 0.09 -0.02 -0.10 -0.03 0.03 0.01 0.03 0.02 0.02 0.01 0.00 0.05 -0.01 0.11 0.12 0.12 1 
 
 
Table A.3. Pearson correlation matrix (10-16) 
  1 2 3 
1. Deviancy neutralisation 1.00     
2. Parental normative disapproval 0.15 1.00   
3. Lack of parental support 0.11 0.15 1.00 
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Notes  
                                                          
i No details are available within the survey technical reports for the high level of refusal in 2003, however it is 
restricted to young people, with less than 0.1% of those aged over 25 refusing to answer 
ii More fine-grained distinctions were also explored, however these all confirmed that the principal differences 
were between single and repeat offenders. 
iii No substantive differences were evident between the imputed and non-imputed results. Non-imputed results 
available on request. 
iv Additional analyses removing the middle response option were also explored, however no substantive 
differences were identified. Full models available on request. 
